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Topic: Biometrics: A System Security Perspective

Abstract: Most discussions of biometric technologies focus on the accuracy or security of
specific biometrics or implementations thereof. This presentation examines system security issues and
privacy concerns associated with use of biometric authentication in a technology independent fashion.
The analysis notes that biometric authentication offers a very limited set of security functions, by itself.
Biometrics provide only an initial authentication capability that usually needs to be converted into a
cryptographic representation of user identity, to address the wide range of computer applications that
require authentication as an input to access controls or for communication security purposes. Moreover,
claims of the security superiority of biometric authentication are often made without adequate
characterization of the threat environment. This analysis suggests that biometrics are best employed for
local, not remote, authentication of users, to bind users to cryptographic keys for authentication.
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